IHamsaTka 1is od0yyaromuxcs 00 HHGOPMALMOHHOM 0€30IIACHOCTH J1eTeH

Henp3s
1. BceM moapsi cooOmiaTh CBOKO YaCTHYIO HHGOPMAITUIO (HACTOSIIINE UMS,
dbamunuto, TenedoH, aIpec, HOMep IIKOJIBI, a Takke ¢poTorpaduu CBOU, CBOCH
CEMbBHU U JIpy3ei);
2. OTKpbIBaTh BIOKEHHbIE (aillibl 3JIEKTPOHHOM MMOYTHI, KOT/1a HE 3HACIIb
OTIIPABUTEIIS;
3. I'pyouts, npuanpaThCsi, OKa3bIBaTh JAaBJICHUE - BECTU C€0sI HEBEXKIUBO U
arpeccuBHO;
4. He pacnopsikaiics JeHbIraMu TBOCH ceMbU 0€3 pa3pelieHus CTapIllinuX - BCeraa
CIIpallvBai poaUTENeH;
5. He Bcrpeyaiics ¢ IHTEepHET-3HAKOMBIMU B PEATbHOM JKU3HH - IIOCOBETYMCS CO
B3pPOCJIBIM, KOTOPOMY J0BEpSIEIllb.
OcTOpOKHO
1. He Bce numryt npasay. Ynraems o cebe HenpaBay B MIHTepHETE - cooOum 00
STOM CBOUM POJMUTENSM MU OTIEKYHAM;
2. Ilpurnamarot nepenuceBaThCs, UTPaTh, OOMEHUBATHCS - IIPOBEPH, HET JIU
[10/IBOXA;
3. HeszakonHoe konupoBanue ¢aitnoB B IHTepHETE - BOPOBCTBO;
4. Bcerna pacckasblBail B3pOCIbIM O IpoOJieMax B CETU - OHU BCEr/la IOMOT'YT;
5. Hcnonp3yii HacTpoiku 0€30MacHOCTH M MPUBATHOCTH, UTOOBI HE MOTEPSATH CBOU
AKKAyHTBI B COLICETSIX U IPYTHX IOPTaIaXx.
MoxHO

VYBakail Ipyrux noJb30BaTelIeH;

[Tonp3yembcest IHTEpHET-UCTOUHUKOM - [IENIall CCBIIIKY HA HETO;

OTKpBIBaii TOJIBKO T€ CCHUIKH, B KOTOPBIX YBEPEH;

OOpataThbCst 32 MOMOILBIO B3POCIIBIM - POAUTENH, ONEKYHbI U aIMUHUCTPALIHS
CalTOB BCEraa MOMOTIYT.

NS

WudopmanimoHHas namsTKa i 00yJaroIuXcs i pa3MelleHus Ha OUIHATbHBIX HHTEPHET-
pecypcax

C KaxIpIM T'OJIOM MOJIOJIE’KM B UHTEPHETE CTAHOBUTHCS OO0JIbIIIE, a ITKOJIBHUKH OJHU U3
CaMbIX aKTUBHBIX I10Jb30Barenei Pynera. Mexay TeM, IOMUMO OTPOMHOTO KOJIMYECTBA
BO3MOXKHOCTEH, HHTEPHET HECET U MPOoOsIeMbl. DTa MaMsATKa JOJKHA TIOMOYb Tee
0€e30I1acCHO HAXOIUTHCS B CETH.

KoMnbrorepHble BUPYCHI

KoMInbroTepHsIil BUPYC - 3TO Pa3HOBUIHOCTh KOMIIBIOTEPHBIX IIPOTPAMM,
OTJIMYUTEILHON 0COOCHHOCTHIO KOTOPOH SIBISIETCS CITOCOOHOCTH K pa3MHOXKEHHUIO. B
JOIMMOJIHCHUEC K 3TOMY, BUPYChI MOTYT IMMOBPCAUTH WJIN TOJTHOCTHIO YHUYTOKHUTDH BCC
(aiibl 1 TaHHBIE, TOJKOHTPOJIBHBIE MOJIH30BATENI0, OT UMEHU KOTOPOro ObLIa 3aIylieHa
3apa’kKeHHasl MPOrpaMMa, a TAaK)Ke MOBPEAUTh WM JJakKe YHUUTOXKHUTH ONEPALMOHHYIO



cUCcTeMy cO BceMH (paiiimamu B 11esioM. B O0NbIIMHCTBE cy4aeB pacrpoCTPaHsIIOTCs
BHUPYCHI Y€PE3 UHTEPHET.

MeTOI[BI 3alIUThI OT BPCAOHOCHBIX IIPpOrpaMM:

1. Hcnonb3yii coBpeMeHHBIE ONePaAllMOHHBIE CUCTEMBI, UMEIOINE CEPhE3HbIN
YPOBEHB 3alIUTHl OT BPEIOHOCHBIX IIPOrpPaMM;

2. TlocTosHHO ycTaHaBiMBail maut (LU(poBbIE 3aMIaTKH, KOTOPbIE aBTOMAaTUUYECKH
YCTaHABJIMBAIOTCS C LENbIO JOPAOOTKH MPOTpaMMBbl) U Ipyrue OOHOBIICHUS CBOEH
orepanuoHHoi cucteMbl. CKkauMBail UX TOJIBKO ¢ OQHUIMATBLHOTO caifTa
pa3pabotunka OC. Ecnu cyiiecTByeT pexkiuM aBTOMaTHIECKOTO OOHOBIICHUS,
BKJIIOYH €TO0;

3. Paloraii Ha cBOeM KOMITbIOTEpE O] PAaBAMH ITOJIb30BATEIs, a HE
aJIMHUHHCTPATOPa. DTO HE MO3BOJIUT OOJBIIMHCTBY BPEJOHOCHBIX IPOrpaMM
MHCTAJJIMPOBATHCS HA TBOEM MEPCOHATILHOM KOMIIbIOTEPE;

4. Vcnonb3yil aHTUBUPYCHBIE IPOTPAMMHBIE MPOAYKTHI H3BECTHBIX

NIPOM3BOIUTENCH, C aBTOMAaTUYECKIM OOHOBIIEHHEM 0a3;

Orpanndb QU3NYECKHUIl TOCTYN K KOMIBIOTEPY AJIsl TOCTOPOHHUX JIHII,

Hcrionp3yit BHENTHIE HOCUTENN HH(DOPMAITH, TaKUe KaK (IIeIiKa, JUCK WIN

daiin U3 UHTEepHETa, TOJIBKO U3 MPOBEPEHHBIX HCTOYHUKOB;

7. He oTkpblBaii KOMIBIOTEPHBIE (ailIbl, IOJYYEHHbIE U3 HEHAEKHBIX
UCTOYHUKOB. Jlaxe Te (haiiipl, KOTOpbIE MpUcall TBOM 3HAKOMBIX. JIyurie yTouHu
y HEro, OTIPABJISUI JIU OH TeOE ux.

o o

Ceru WI-FI

Wi-Fi - aT0 He Bux mepenaun TaHHBIX, HE TEXHOJIOTHS, & BCETO JIMIIb OpeH I, Mapka. Erie
B 1991 roay Hunepnanckas kommanus 3aperucrpuponaiia opera "WECA", uro
o0o3Hauaio cioBocoueranue "Wireless Fidelity", koTopslii mepeBouTCS Kak
"GecpoBOIHAS. TOYHOCTH'".

Jlo Hamero BpeMeHH Ao1uIa apyras abopeBuaTypa, KOTopas SBISIETCS TAKOH JKe
TexHosoruei. Ito abopesuarypa "Wi-Fi". Takoe Ha3BaHMe ObUIO JTaHO C HAMEKOM Ha
CTaHJapT BbICIIEH 3ByKOBOM TexHUKH Hi-Fi, 4To B mepeBoje o3HavaeT "BbICOKas
TOYHOCTB'".

Ja, GecriaTHBIN HHTEPHET-AOCTYII B Kade, OTENAX U a3poInopTax SBJISETCS OTINYHON
BO3MO>KHOCTBIO BbIX0/1a B UHTEpHET. HO MHOTHME 3KCIIEPTHI CYUTAIOT, YTO
obmenoctymnubie Wi-Fi ceTu He siBIsit0TCSI 0€301MaCHBIMU.

CoBeTsl 110 0€30MacHOCTH pabOThI B 00IEIOCTYIHBIX ceTsax Wi-fi:

1. He nepenasaii cBoro nuuHyto nHpopmaluio yepes odmenocrynusie Wi-Fi cetn.
Paboras B HuX, *enaTeNbHO HE BBOJUTH MAapOJIK AOCTYIIA, JIOTUHBI U KaKHue-TO
HOMeEpa;

2. Hcnonp3yii 1 0OHOBIISAN aHTUBHUPYCHBIE TPOTpaMMBbI M OpaHamayep. Tem caMbiM
ThI 00€30MacuIllb ceds 0T 3aKaYKU BUpPYyca Ha TBOE YCTPOHCTBO;

3. Tlpu ucnonw3oBannu Wi-Fi oTximroun ¢pynknuio "O0muit moctym K ¢daitiam u
npunTepam". JlaHHas QyHKIMS 3aKpbITa IO YMOTYAaHUIO, OJJHAKO HEKOTOPHIE
N0JIb30BATEIH AKTUBUPYIOT €€ IS y100CTBa HCII0JIb30BaHMs B paboTe Win
yuebe;



4. He ucnonb3yit nyoanunsiii WI-FI 15 nepenaun TMYHBIX JaHHBIX, HATPUMED IS
BBIX0/Ia B COITMAIBHBIC CETH WJIU B DJICKTPOHHYIO MOYTY;

5. Hcnounb3yit Tonbpko 3amuiieHHoe coequnenue yepe3 HTTPS, a e HTTP, T.e.
pu Habope BeO-anpeca BBoau uMeHHo "https://";

6. B moOuibHOM Tenedone otkimoun ¢pynkuuto "Tloakmouenue k Wi-Fi
apTomatuyecku'. He mormyckail aBTOMaTH4ECKOr0O MOAKIIOUYEHHUST YCTPOMCTBA K
cetssm Wi-Fi 6e3 TBoero coriacus.

ConmanbHbIe CETH

COI_[I/IaJIbHLIe CCTU aKTUBHO BXOJT B HAIly )KU3Hb, MHOT'UC JIFOANU pa60Ta10T U JKUBYT
TaM NOCTOSTHHO. MHOTMEe M0Ib30BaTeN HE IIOHUMAKOT, 4YTO I/IH(I)OpMaI_[I/Iﬂ, pasMEIICHHaA
HMH B COIUAIBHBIX CETAX, MOXECT OBITH Haﬁz[eHa " UCII0JIb30BaHa KEM YyroaHo, B TOM
Yuclie He 00513aTeNIbHO ¢ 0JaruMu HaMCpPCHUAMMU.

OCHOBHBIE COBETHI IO 0E30IIACHOCTH B COLUAIIbHBIX CETAX:

1. Orpannyb criucok apy3eil. Y 1e0s B Ipy3bsiX HE TOJHKHO OBITh CIIyYaitHBIX U
HE3HAKOMBIX JIIOJCH;

2. 3amminai CBOXO YaCTHYIO KM3Hb. He yka3wiBaii mapoiu, TejaedoHbl, aapeca, 1aTy
TBOETO POXKJIECHHS U APYTI'YIO JIUYHYIO0 HHPOPMALUIO. 37I0yMBIIUIEHHUKH MOT'YT
UCTIOJIB30BAaTh J1a)kKe NH(POPMALIHIO O TOM, KaK Thl M1 TBOM POJUTEIH IUIAHUPYETE
IIPOBECTU KaHUKYJIBI;

3. 3ammuai CBOIO PEIyTaIuIo - IEPXKH €€ B YUCTOTE U 337aBaii cebe BOIPOC: XOTel
ObI ThI, YTOOBI IpyTUe MOJIb30BATENIN BUAEIH, YTO ThI 3arpyskaeis? Ilogymaii,
MPEKIE YEM UTO-TO ONyOJMKOBATh, HAUCATh U 3aTPy3UTh;

4. Ecnu Tl TOBOPHILB C JIOIBMHU, KOTOPBIX HE 3HAEIllb, HE UCIIOJIb3YH CBOE
peasibHOE UMl U JPYTYIO JUYHYI0 HHPOPMAIUU: UMsI, MECTO KHUTEIbCTBA, MECTO
yueObl U IIpouee;

5. U3sberaii pazmenienus ¢pororpaduii B UnTepHeTe, rae Tl U300pakeH Ha
MECTHOCTH, 110 KOTOPOH MOKHO OIIPENIEIUTH TBOE MECTOIOJIOKEHUE;

6. Ilpu perucrpanuy B COIMATBLHON CETH HEOOXOIMMO HCIIOJIb30BaTh CJIOKHBIE
[apoJiu, CoCTOsIIME U3 OYKB U IUGP U C KOINYECTBOM 3HAKOB HE MeHee §;

7. JInst conuanbHOM CeTH, HOYTHI U IPYTUX CaliTOB HEOOXOAMMO HCIIOIb30BaTh
pasHble nmapoiu. Torna eciau Teds B3IOMAIOT, TO 3JI0YMBIIUIEHHUKH 11OJIy4aT
JIOCTYT TOJIBKO K OJJHOMY MECTY, a HE BO BCE Cpasy.

DJIEKTPOHHBIE AEHbIU

DONEKTPOHHBIE IEHBIH - 3TO OYEHb YAO0OHBIN CIIOCO0 MaTekel, OJHAKO CYIIECTBYIOT
MOIICHHUKH, KOTOPBIC XOTAT MOJYYUTH O9TU ACHBI'U.

3H€KTpOHHBI€ JCHBI'Y ITOABHUIINCHh COBCEM HEAABHO 1 UMCHHO H3-3a 3TOI'0O BO MHOTHX
rocyaapCTBax A0 CHUX IOP HEC NPOIHCAHO IIPO HUX B 3aKOHAX.

B Poccun ke oHr (PyHKIIMOHMPYIOT U O HUX YK€ MPOMKUCAHO B 3aKOHE, I7I€ UX
pa3ensioT Ha HECKOJIBKO BUJIOB - aHOHUMHBIE U HE aHOHUMHBIE. Pa3HuIia B TOM, 4TO
AHOHHMMHEIE - 9TO T€, B KOTOPBIX pa3pemiaeTcs MPOBOIUTE Olleparuu 0e3
UACHTU(DHUKAINY TTOJTH30BATENs, 2 B HEAHOHUMHBIX UICHTH(PHUKAIUS TTOIh30BaTENs
SIBJIIETCS 00sI3aTEILHOM.



Taroke creayeT pa3nuyarhb IEKTPOHHBIC (PHATHBIC AEHBIH (PaBHBI TOCYAapCTBEHHBIM
BaJIIOTaM) U AJICKTPOHHBIC He(DUATHBIC JCHBI'M (HE PaBHBI TOCYIaPCTBEHHBIM BAJIIOTAM).

OCHOBHBIE COBETHI 110 OE30IIaCHOM pa60Te C DJICKTPOHHBIMHU JICHbI'aMU:

1.

4.

[TpuBsoxu K cueTy MOOMIIBHBIN TeeoH. DTO caMblil YIOOHBIN U OBICTPBIN
CHoco0 BOCCTAHOBUTH JIOCTYII K cueTy. [IpuBs3anHbIil TenedoH TOMOXET, €CIn
3a0y/emib CBOM IUIaTeXHBIA MapoJib WU 3aii/Ielb Ha CAalT C HE3HAKOMOT'O
YCTPOMCTBA;

Hcnone3yit ogqHopazoBsie nmapoiu. [locie nepexonia Ha YCHICHHYIO aBTOPU3ALIUIO
Tebe yxe He Oy/IeT yrpokaTh ONACHOCTh KPa)kyl MIIM TepexBaTa IJIaTexHOTO
napoJs;

Bribepu cioxxnblii naposs. [pectynHukam OyeT He MPOCTO yrajaTh CIOKHBINA
naposib. HajexxHble mapoiu - 3To Mapoiu, KOTOpPhIe CoiepKaT He MeHee § 3HAKOB
Y BKJIFOYAIOT B c€0s CTPOYHBIEC U MPOMUCHBIE OYKBBI, U(PPHI U HECKOIBKO
CHUMBOJIOB, TaKHe KaK 3HaK JoJu1apa, PyHTa, BOCKINULATEIbHbBIN 3HAK U T.II.
Hampumep, $tROng!;;

He BBOIM CBOM TMYHBIE JaHHBIE HA caiiTaX, KOTOPBIM HE JIOBEPSICIIb.

DJIeKTpOHHAs M0YTa

DJEKTPOHHAs MOYTA - 3TO TEXHOJIOIHS U MIPEIOCTABIIIEMBIE €10 YCIIYTH 110 MEPECHIIKE U
MOJTYYEHUIO AJIEKTPOHHBIX COOOIICHHI, KOTOPBIE PACIIPEACTISIOTCS B KOMIBIOTEPHON
cet. OOBIYHO AIIEKTPOHHBIN MMOYTOBBIH SIIUK BHITIISIUT CICTYIOUIAM 00pa3oM:
uMs_TIOJIb30BaTeNsA(@umMsi_noMeHa. Takke KpoMme mepeaayu MpocToro TeKCTa, UMeeTcs
BO3MOXKHOCTb NepeaaBaTh (paisbl.

OCHOBHBIE COBETHI IO 0€30MacHOM padoTe ¢ INEKTPOHHOU MOUTOM:

1.

Hano Bb1OpaTh npaBUiIbHBINA OUTOBBIN cepBHUC. B HHTEpHETE €CTh OrPOMHBIN
BbIOOp OECIIaTHBIX TOYTOBBIX CEPBUCOB, OJIHAKO JIYYIlIE JOBEPSITH TEM, KOT'O
3HACIIb U KTO IEPBLIN B PEUTHHIE;

He yka3wiBait B 1uHO#M nouTe JTU4HYI0 nHGopManuio. Hanpumep, gyurie
BbIOpaTh "My3bIKaIbHBIN (panaT@" win "pok2013" BmecTo "Temal3";
Hcnonp3yit AByX3TaIllHYI0 aBTOPU3ALIMIO. DTO KOTJa TOMUMO Mapos HYKHO
BBOJIUTH KOJI, IpHUCHIIaeMbIil 1o SMS;

Br16epu crioxHbIN maposib. 1 KaXKa0ro MoYTOBOrO AIUKA JOHKEH ObITh CBOM
HAJCKHBIM, YCTOWYUBBIN K B3JIOMY I1apOJIb;

Ecnu ecTh BO3MOKHOCTh HAITMCATh CAMOMY CBOM JIMYHBIN BONPOC, UCTIOIb3YH ATY
BO3MOKHOCTB;

Hcronb3yil HECKOIBKO OYTOBBIX AIMKKOB. [IepBbIii UIsl 4aCTHOM NEPENUCKH C
azipecaTamMH, KOTOPBIM ThI I0BEPSIEIIb. JTO IEKTPOHHBIN aJpec HE HA0
MCIIOJIb30BaTh IIPU PETUCTPALIUK Ha OopyMax U caifTax;

He otkpsiBaii (aiiasl 1 qpyrue BIOKEHHS B MMChMaXx, 1a)Ke €CJIM OHU MPHUIIIIH OT
TBOUX JApy3ei. JIyurne yrouHu y HUX, OTIPABIISIIN JIU OHU TeOe 3TH (Haiiibl;
[Tocne okoHYaHUsE pabOTHI HA TOYTOBOM CEPBHCE MEPE 3aKPhITHEM BKIAIKHU C
caiitoM He 3a0y/b Ha)kaTh Ha "BoriiT".

KubepOyiiuHr Ui BUPTYaJIbHOE U3IEBATEIHCTBO



KubepOymnuHr - mpeciieoBaHue COOOIIEHUSIMH, COACPKAIMMHU OCKOPOICHUS,
arpeccuio, 3ayruBaHue; XyJIUTraHCTBO; COLUAIBHOE OOHKOTHPOBAHUE C TIOMOIIBIO
Pa3JINYHBIX UHTEPHET-CEPBUCOB.

OCHOBHBIE COBETHI 110 OOPKOE C KHOEPOYILTUHTOM:

1.

N

oo

He 6pocatics B 60it. JIyqmmii crmoco6: mocoBeTOBaThCs Kak ce0s BECTH U, €CITU
HET TOr0, K KOMY MOKHO OOpaTUThCS, TO BHAUaJle yCoKouTbes. Eciu Th
HayYHEIIb 0TBEYAaTh OCKOPOJICHUSMHU Ha OCKOPOJIEHUS, TO TOJIBKO elle 0oJbIe
pa30kKelIb KOH(IUKT;

VYnpasisii cBoei kubeppernyranueii;

AHOHUMHOCTH B ceTd MHUMas1. CyIIeCTBYIOT CIIOCOOBI BBIICHUTB, KTO CTOUT 3a
AQHOHMMHBIM aKKayHTOM;

He crouT BecTu Xynuranckuii o0pas BUpTyanbHOU *Ku3HU. IHTepHET QPuKcupyeT
BCE TBOM JICHCTBUS U COXPAHSET UX. Y JAIUTh UX OYIET KpailHe 3aTPyIHUTEIBHO;
Cobmto1aii CBOIO BUPTYaJIbHYIO YE€CTh CMOJIONY;

WUrnopupyii equHUYHBIN HeratuB. OTHOPa30BbIE OCKOPOHUTEIBHBIE COOOIICHHS
Jy4iiie uTHOpUpoBaTh. OOBIUHO arpeccus MpeKpalaeTcs Ha Ha4aabHOW CTaIuH;
ban arpeccopa. B mporpammax oOMeHa MrHOBEHHBIMH COOOIICHHUSIMH, B
COLIMATIBHBIX CETAX €CTh BO3MOXHOCTh OJIOKHUPOBKH OTIPABKU COOOIIEHUIT €
OIPENIETICHHBIX aIPECOB;

Ecnu Tb1 cBUneTens kubepOymiunara. TBou AeicTBUS: BBICTYIIUTH TPOTUB
IIpeciIe10BaTeNsl, I0Ka3aTh MY, YTO €r0 JIeHCTBUS OLICHUBAIOTCSI HETaTUBHO,
MOJJEPKaATh )KEPTBY, KOTOPOM HYKHA IICUXOJIOTHUYECKask TOMOIIb, COOOIIHUTh
B3pOCJIBIM O (haKTe arpeCCUBHOTO MOBEJCHUS B CETH.

Moo6unbHBIN TeaehoH

CoBpeMeHHbIe cMapTHOHBI U TIIAHIIETHI COAEPIKAT B c€OE BIIOJIHE B3POCIBII
(GyHKIIMOHAM, U TENEPbh OHH MOTYT KOHKYPUPOBATh CO CTAIMOHAPHBIMUA KOMIIBIOTEPAMH.
OnHako, CpeCTB 3aIUTHI TSI TOJIOOHBIX YCTPOMCTB MOKA OUYEHb Majio. TecTupoBaHue U
MOMCK YSI3BUMOCTEM B HUX MPOUCXOIUT HE TaK MHTEHCUBHO, Kak A [1K, To xe camoe
KacaeTcsl 1 MOOMJIbHBIX MPHUIIOKEHUH.

CoBpeMeHHbIE MOOMIIbHBIE Opay3ephl YK€ MPaKTUYECKH TOTHAIN HACTOJbHbIE aHAJIOTH,
OJIHAKO pacuupeHne GyHKIHOHAIA BICUET 32 CO00M OOJIBIIYIO CI0KHOCTh U MEHBIITYIO
3aIUIIICHHOCTb.

Jlaneko He Bce MPOU3BOAUTENH BBITYCKAIOT OOHOBIICHUS, 3aKPHIBAIOIINE KPUTHIECCKHE
YSI3BUMOCTH JJIsI CBOUX YCTPOWCTB.

OcCHOBHBIE COBETHI /sl 0€30MaCHOCTH MOOMIIBLHOTO TenedoHa:

1.

How

Huuero He siBnsieTcsa mo-HacToseMy OecriaTHeIM. bysib ocTOpoXkeH, Beb Korjaa
Tebe MpeanaraloT OeCIuIaTHbIN KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAaKHE-TO
IUIATHBIE YCIIYTH;

Hymait, npexae yem otnpaButb SMS, hoTo niu Buneo. Thl TOUHO 3HAEIIb, TI€
OHHU OyZyT B KOHEUHOM HTOre?

Heo6xoaumMo 0OHOBIATE ONEPAIIMOHHYIO CUCTEMY TBOETO CMapTQoOHa;
Hcnonb3yit aHTUBUPYCHBIE TPOTPaMMBI JIIsI MOOMIIBHBIX TENIS()OHOB,;



5. He 3arpyxaii npuaoXKeHus: OT HEM3BECTHOTO UCTOYHUKA, BEIb OHU MOTYT
CoJIepKaTh BPEIOHOCHOE NMPOTrpaMMHOE 00ECTICUeHNUE;

6. Ilocrne Toro Kak ThI BBIMIEIIb C caiiTa, I'/Ie BBOIWII JIMYHYIO HH(POPMALIUIO, 3aii1n
B HAaCTpOWKHU Opay3epa u ynanu cookies;

7. Tleprnonuvecku mpoBepsid, KaKue IJIaTHbIE YCIYTH aKTHBUPOBAHBI HA TBOEM
HOMEpE;

8. agaii cBoif HOMEp MOOMIJIBHOTO Tene(oHa TOIBKO JIOASIM, KOTOPBIX ThI 3HACUIb U
KOMY JTOBEpsiCIIb;

9. Bluetooth gomkeH OBITH BBIKIIOUEH, KOTIa THl UM HE MOJIb3yenibes. He 3a0biBaii
MHOT/Ia IPOBEPATH ITO.

Online urpel

CoBpeMeHHbIE OHJIAMH-UIPHI - TO KPACOYHBIE, 3aXBaTHIBAIOILNE PA3BIICUEHUS,
00BEAMHSIIOIINE COTHU ThICAY YEJIOBEK 110 BceMy Mupy. rpoku uccneayoT JaHHbIA UM
MUp, OOIIAOTCS IPYT C IPYTOM, BBIMOIHSAIOT 33JJaHUsl, CPAKAIOTCSI C MOHCTPAaMU U
MIOJIYYaIOT OMBIT. 3@ YJOBOJIBCTBUE OHU IUIATAT: NOKYIMAIOT JUCK, OTJIAYUBAIOT
a0OHEMEHT MJIM MPHOOPETAIOT KaKUEe-TO OIILUH.

Bce a1tu cpeacTBa uayT Ha OAAEPKAHUE U PA3BUTHE UI'PBI, @ TAKXKE HA camy
0€30I1aCHOCTb: COBEPIIEHCTBYIOTCSI CHCTEMBbI aBTOPHU3ALUHU, BBITYCKAIOTCSI HOBBIE IATUH
(unpoBbIe 3aIUIATKA AJIST IPOTPAMM ), 3aKPBIBAIOTCS YSA3BUMOCTH CEPBEPOB.

B HO[[O6HI)IX HUIrpax CTOUT OMacaTbCAa HE CTOJIBKO CBOUX COIICPHHUKOB, CKOJIBKO KPaKn
TBOCTO I1apO0JIsd, HAa KOTOPOM OCHOBaHa CUCTEMA aBTOPHU3aAlIUN OOJILIIMHCTBA urp.

OCHOBHBIE COBETHI 110 0€30ITaCHOCTH TBOETO HUI'POBOI'0 aKKayHTa:

1. Ecnu npyroii urpok BeneT cedst MI0X0 WIN co3/aeT TeOe HEMPHUATHOCTH,
3a0JIOKUPYH €ro B CIUCKE UTPOKOB;

2. Tloxamyiics aAMHUHUCTpATOPaM UTPHI HA IJIOXOE TMTOBEIEHUE STOTO UTPOKA,

JKEIATENIBHO MPUIIOKUTD KAKUE-TO TOKA3aTENIbCTBA B BUJE CKPUHOB;

He ykaspiBail nuunyto nHdopmaiiuio B podaiise urpsi;

YBakail Ipyrux y4aCTHUKOB I10 UTPE;

He ycranaBnuBaii HeoduraabHbIe TATYH U MOJIBI;

Hcrionb3yil CII0KHBIE U pa3HbIE NIAPOIIU;

Jaxe BO BpeMsi UTPBI HE CTOUT OTKJIKOYaTh aHTUBHpYC. [1oka ThI urpaenis, TBOM

KOMIIBIOTEP MOT'YT 3apa3uTh.

No ko

OumuAT N KpaXka JUYHBIX JaHHBIX

OOBIUHOM Kpaxkel ACHET U JOKYMEHTOB CETOHS YK€ HUKOTO HE YIUBHUIIb, HO C
Pa3BUTHEM UHTEPHET-TEXHOJIOTHI 37T0YMBIIIICHHUKH TIEPEMECTIIINCH B MHTEPHET, U
MPOJIOIHKAIOT 3aHUMATHCS ""MMFOOUMBIM" IETTOM.

Tak mosiBUIIach HOBasi yrpo3a: MHTEPHET-MOIIEHHUYECTBA WK (DUIIKHT, TJIaBHAs LEJb
KOTOPOTO COCTOHUT B MOJyYCHUN KOH(HICHIINATBHBIX JAHHBIX ITOJIb30BATENEH - JIOTHHOB
u napoJjeii. Ha anrnmiickom si3eike phishing unraercs xak ¢umumnr (ot fishing - peionas
JIOBJISI, password - maposib).



OcHOBHBIE COBETHI IO 60pHOE ¢ HYUITMHTOM:

1. Caenu 3a cBoum akkayHTOM. Eciu TBI MOZj03peBaeiib, YTO TBOS aHKETa ObLIa
B3JIOMaHa, TO HEOOX0IUMO 3a0JIOKUPOBATH €€ M COOOIIMTh aIMUHUCTPATOPAM
pecypca 00 3TOM Kak MOYKHO CKOpee;

2. Wcnonp3yii 6e30macHbie BeO-CalThl, B TOM YHUCIIC, MHTCPHET-Mara3uHoOB U
ITOMCKOBBIX CHUCTEM;

3. Hcnonb3yii cioKHbIC U pa3Hbie Taposd. TakuM o0pa3oM, eciii TeOs B3JIOMAIOT,
TO 3JIOYMBIIICHHUKY TIOTy4YaT TOCTYI TOJIBKO K OJJHOMY TBOEMY IMPOQIIIIO B
CETH, a HE KO BCEM;

4. Ecnu 1e0s B3IIOMaNIK, TO HEOOXOUMO MPEIYIPEAUTHh BCEX CBOMX 3HAKOMBIX,
KOTOpBIC JOOABJICHBI Y TeOSI B IPY3bsIX, O TOM, YTO TeOS B3JIOMAJIH U, BO3MOXKHO,
OT TBOETO UMECHH OYyJIET paCChIIATHCS CIIaM U CCHIJIKU HA (DPUIIIMHTOBBIE CAWUTHI;

5. Ycranosu HanexHbIi mapoib (PIN) Ha MoOUIBHBI TenedoH;
6. OrtkiIroun cCoXpaHeHue napoJis B Opaysepe;
7. He oTkpbiBaii ailibl ¥ Ipyrue BIOKEHUS B MMUCbMaX, JaKe €CJIM OHH MPUIILTH OT
TBOMX Jipy3ei. Jlyuie yrouHu y HUX, OTIIPABIISIIN JIM OHH TeOe 3TH (ailiibl.
Hudposas penyramms

[udposas pemyTanus - 5T0 HETaTUBHAS WA O3UTUBHAS HH(OpPMAIHS B CETH O TeOe.
Komnpomerupyromas uHpopmarus, pa3MelieHHasi B UHTEPHETE, MOYKET CEPbE3HbIM
00pa3oM OTpa3uThCs Ha TBOEH peanbHO xu3HU. "Ludposas penyranus" - 3To TBOM
UMUK, KOTOPBIH popMupyetcs u3 nHpopmanuu o Tede B MHTEpHETE.

TBOE MecTO KUTENbCTBA, yueObl, TBOE (PMHAHCOBOE MOJIOKEHUE, OCOOEHHOCTH XapakTepa
U pacckasbl 0 OJIN3KHX - BCE 3TO HAKAIUIMBAETCS B CETH.

MHorue noapoCTKH JIETKOMBICTIEHHO OTHOCSITCS K MyOJIUKAINK TUYHON HHPOPMAIIIH B
NHuTtepHeTe, HE TOHMMAs BO3MOKHBIX MOCIEACTBHM. ThI 1a’ke HE CMOKEIlb J0TaaThCs O
TOM, 4TO (hoTorpadus, pasmMelieHHas 5 JeT Ha3a/l, cTalia MPUIMHON 0TKa3a MPUHATH TeOs
Ha paboTy.

KommeHnTapuu, pazmenienie TBoux Gortorpaduii u Apyrue 1ecTBUs MOTYT He
HNCYC3HYTH AaXKE IOCJIC TOTO, KaK Thl UX yAAJIUIIb. Tw1 HE 3HaClb, KTO COXpaHUJI OTY
UH(OpMalIKIO, TToNala JIM OHA B TOMCKOBBIE CUCTEMBI U COXPaHMJIACh JIM OHA, a INIABHOE:
YTO MOJyMaroT 0 TeOe OKpYKaroIlKe IO, KOTOpble HalAYyT U YBUIAT 3T0. Haiitu
UH(POPMALIHIO MHOTO JIET CITYCTsI CMOXET JIF000# - Kak U3 100pbIX MOOYKACHUH, TaK U C
HaMEpPEeHHUEM IPUYUHUTH BPEJ. DTO MOKET ObITh KTO YTOJIHO.

OcCHOBHBIE COBETHI 110 3alTUTe HU(PPOBON pemyTauu:

1. Toamymaii, npex/ie 4yeMm 4To-To MyOJIMKOBATh U MepeaaBaTh y ce0s B 6J0re Win B
COIIMATLHOM CETH,

2. B nactpoiikax npoduisi ycTaHOBH OTpaHUYEHHUs Ha TPOCMOTP TBOETO MPOpHIIs U
€ro COAECPKUMOTO, CAENIal ero TOIbKO "I Apy3en";

3. He pa3zmemaii u He yka3biBail HH(pOpMAIIIO, KOTOPast MOKET KOTro-1100
OCKOPOJISATH U OOMIKATh.

ABTOpCKOE MTPaBO



CoBpeMeHHbIE MIKOJIbHUKHU - aKTUBHBIE TIOJIb30BaTENH LHHU(POBOrO MPOCTPAHCTBA.
OpnHako aneKo He BCE 3HAIOT, YTO MOJIH30BAHHE MHOTUMHU BO3MOKHOCTSIMH IIH(PPOBOTO
Mupa TpedyeT coOI0IeHUS MPaB Ha MHTEIUIEKTYaIbHYI0 COOCTBEHHOCTD.

TepmuH "UHTEIJICKTyaIbHAs! COOCTBEHHOCTB'" OTHOCUTCS K Pa3IMYHBIM TBOPECHHSIM
YeJI0BEYECKOr0 yMa, HAUMHAs ¢ HOBBIX H300PETCHUIA U 3HAKOB, 0003HAYAIOIINX
COOCTBEHHOCTb Ha IPOAYKTHI M YCIIYTH, U 3aKaHYMBasi KHUTaMH, (poTorpadusimu,
KHHO(QUIBMAMH U MY3BIKATLHBIMH POU3BEACHHUSIMH.

ABTOpCKUE IpaBa - 3TO [IpaBa Ha MHTEJJIEKTYaJIbHYI0 COOCTBEHHOCTh Ha IIPOU3BEICHUS
HAyKH, JTUTEPATyphl U UCKyCCTBA. ABTOPCKHE IIpaBa BBICTYAIOT B KAUECTBE rapaHTUU
TOT0, YTO MHTEJUIEKTYaJIbHBIA/TBOPUYECKUI TPyl aBTOpa HE OYyJeT HapacHbIM, JacT eEMyY
CIPaBeJIMBbIE BO3MOXKHOCTH 3apad0TaTh Ha pe3yibTaTax CBOEro TPpyAa, OJIy4YUTh
U3BECTHOCTH U Npu3HaHue. HukTo 6e3 pa3pelieHns aBTopa He MOKET BOCIIPOU3BOANUTh
€ro MPOU3BEJICHHUE, PACTIPOCTPAHATD, ITYOJMYHO JEMOHCTPHUPOBATh, IIPO/IaBaTh,
UMIIOPTUPOBATh, ITyCKATh B MPOKAT, MyOJUYHO UCHIOIHSATH, IOKAa3bIBATh/UCIIOIHATH B
adupe wiu pazmemaTs B UHTepHeTe.

Hcnonb3oBanue "mupaTckoro” mporpaMMHOTO 0OECIICYEHHSI MOKET MIPUBECTU K MHOTUM
pPHUCKaM: OT MOTEPH JAHHBIX K TBOMM aKKayHTaM 110 OJIOKUPOBKHU TBOETO YCTPOMCTBa, I'/ie
yCTaHOBJICHA HeJleraibHas mporpamma. He crout Takke 3a0bIBaTh, YTO CYIIECTBYIOT
JerajabHble U OeCIUIaTHBIE MPOTPaMMBbl, KOTOPbIE MOYKHO HAalTH B CETH.



